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ABSTRACT

Open MASs can be extremely dynamic due to heterogeneous
agents that migrate among them to obtain resources or services
not found locally. In order to prevent malicious actions and to
ensure agent trust, open MAS should be enhanced with normative
mechanisms. However, it is not reasonable to expect that foreign
agents know in advance all the norms of the MAS in which they
will execute. Thus, this paper presents our DynaCROM approach
for addressing these issues. From the individual agents' perspec-
tive, DynaCROM is an information mechanism so that agents
become context norm-aware; from the system developers per-
spective, DynaCROM is a methodology for norm management in
regulated MASs. Notwithstanding the ultimate goal of aregulated
MAS is to have an enforcement mechanism, we also present in
the paper the integration of DynaCROM with SCAAR, its current
solution for enforcing contextual norms.

Categories and Subject Descriptors
1.2.11 [Distributed Artificial Intelligence]: Multiagent systems.

General Terms
Management, Design, Reliability.

Keywords

Norm-aware agents, normative MAS, contextual information.

1. INTRODUCTION

Openness has led to software systems that have no centralized
control and that are formed of autonomous entities [20]. Key
characteristics of such systems are heterogeneity, conflicting in-
dividual goals and limited trust [1]. Open systems also can be
extremely dynamic. In this work, we assume that a multi-agent
system (MAS) is an open system that puts together sets of hetero-
geneous, self-interested agents whose actions may deviate from
the expected behavior in a context.

Norms can be used in an open MASto regulate agent execution
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and, then, to prevent the systemto reach an undesirable state.
Norms prescribe what should be done in order to fulfill a general-
ized expectation of behavior. Inthissense, anormative MASisa
system that conforms to or is based on norms [2]. Actually, norms
can aso be viewed as event-driven rules that trigger under appro-
priate conditions of events happening in a regulated system and,
by doing so, create, update or cancel commitments affecting a
predefined set of agents [15]. Normative agents should be able to
take into account the existence of social norms in their decisions
(either to follow or violate a norm) and to react to violations of
the norms by other agents [4].

In order to prevent malicious actions and to ensure agent trust in
open MASs, these systems should be enhanced with normative
mechanisms. Governance in open MASs is not straightforward
since heterogeneity and autonomy rule out any assumption con-
cerning the way third-party agents are implemented and behave
[17]. Furthermore, agents’ internal structures are normally inac-
cessible suggesting that norm verification should be based on
social concepts, which are externally observable. Thus, it should
be possible to provide a decentralized normative mechanism,
which is not hard coded inside agents and in which norms can be
dynamically updated for continuously regulate agents' actions.

This paper presents how developers can implement dynamic nor-
mative open MASSs, in which norms can be updated at system
runtime, and also how heterogeneous norm-aware agents can
execute in open MASs supported with updated contextual norm
information, both by using our DynaCROM approach [11] (mean-
ing dynamic contextual regulation information provision in open
MASs). Notwithstanding the ultimate goal of a regulated MAS is
to have an enforcement mechanism, thus, we also present in the
paper DynaCROM integrated with SCAAR (meaning Self-
Controlled Autonomous Agents geneRator) [5]. SCAAR is in
charge of enforcing DynaCROM contextual norms.

The remainder of this paper is organized as follows. Section 2
briefly presents the DynaCROM solution, including how to clas-
sify, represent and compose contextual norms. Section 3 presents
the SCAAR norm enforcement mechanism. Section 4 describes a
running example for explaining how DynaCROM effectively
works. Section 5 points out related work and situates DynaCROM
in the field. Finally, we draw our conclusions and outline future
work in section 6.

2. CONTEXTUAL NORM INFORMATION

PROVISION IN OPEN MASs

DynaCROM ams to support norm-aware agents with updated
contextual norm information in open MASs. For this, developers



should classify, represent and compose their norms according to
the DynaCROM approach in order to create a dynamic normative
open MAS called a DynaCROM MAS.

2.1 Contextual Norm Classification

Basicaly, an MAS is constituted of environments, organizations
and agents playing roles and interacting [22]. As environments,
organizations, roles and agent interactions are important concepts
for the understating of the text, we would like to characterize the
meaning in which they are used in the paper.

Environments [34] are discrete computational locations, similar to
places in the physical world, which provide conditions for agents
to inhabit it. Environments can have refinement levels, such as a
specialization relationship (e.g., country and state), but there can-
not be overlaps (e.g., there cannot be two countries in the same
place). An environment also can have many organizations. Or-
ganizations [13] are socia locations in which groups of agents
play roles. An organization can embody many sub-organizations,
but each organization belongs to only one environment [31].
Agents can execute in different organizations and they can also
migrate among environments and organizations in order to obtain
resources or services not found locally. Roles [32] are abstrac-
tions that prescribe a set of related tasks, which agents must per-
form to achieve their designed goals. Roles are defined by organi-
zations independently of agents’ individual identities. An agent
can interact with any other agent in an MAS by exchanging mes-
sages.

Environments, organizations, roles and interactions suggest dif-
ferent contexts for regulation in open MASs. Contexts are implicit
situational information that can be used to characterize situations
of agents and to provide relevant information and/or services to
them, where relevancy depends on agent tasks [7]. Modular con-
text refinements provide a more flexible system for developers
while they are maintaining and evolving norm information and,
conseguently, managing system regulation.

DynaCROM follows directions taken by research into context-
aware applications that suggest top-down architectures for classi-
fying contextual information [19],[23]. In DynaCROM, norm
information should be classified according to the Environment,
Organization, Role and Interaction contexts. We call these con-
texts regulatory contexts and they are differentiated by the
boundaries of their data (i.e. norms). More precisely, Environment
Norms are applied to al agents in a regulated environment; Or-
ganization Norms are applied to all agentsin a regulated organi-
zation; Role Norms are applied to all agents playing a regulated
role; and Interaction Norms are applied to all agentsinvolved in a
regulated interaction. This set should be improved with additions
of domain regulatory contexts for representing their norms.

2.2 Contextual Norm Representation

DynaCROM uses contextual normative ontologies to explicitly
represent its data, having the Norm concept as a central asset. An
ontology is a conceptual model that embodies shared conceptuali-
zations of a given domain [18]; and a contextual ontology is an
ontology that represents localized domain information [3] (e.g.,
“USD” asthe currency of “USA”). The use of ontologies in open
MASs supports heterogeneous agents with a common understand-
ing about well-defined system regulation relating abstract con-
cepts, in which contextual norms are formulated, to their concrete
application domain.

The DynaCROM ontology defines five basic related concepts, as
illustrated in Fig. 1* by multi-lines linked boxes. In each concept,
the first line contains the concept’s name and the others lines
correspond to the concept’s attributes. Each attribute's line is
divided in three parts. The first part has the attribute’s name. The
second part contains the attribute’s cardinality (i.e., Instance for a
unique value and Instance* for n-vary values) of an object prop-
erty, which links the concept to the another one identified in the
third part. For instance, the first line of the Role concept has
“Role” as the concept’ s name; the second line has the multi-value
object property “hasNorm”, which links the “Role” and “Norm”
concepts; and the third line has the object property “isPlayedin”,
which links the “Role” and “Organization” concepts.
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Fig. 1. The DynaCROM ontology.

In the DynaCROM ontology, the Role concept encompasses the
instances of all regulated roles representing the system’s role
regulatory context. Each role instance has associations with its
norms and organization. The Organization concept encompasses
the instances of al regulated organizations representing the sys-
tem’s organization regulatory context. Each organization instance
has associations with its norms, main organization and environ-
ment. The Environment concept encompasses the instances of all
regulated environments representing the system’'s environment
regulatory context. Each environment instance has associations
with its norms and owner environment (the environment it be-
longs to). The Norm concept encompasses the instances of all
regulated actions' norms and it can be specialized into the Per-
mission, Obligation and Prohibition sub-concepts. The Action
concept encompasses the instances of al regulated actions from a
DynaCROM MAS.

The interaction regulatory context should be described in the Dy-
naCROM ontology by using a new Norm concept linking two
Role concepts. This solution follows the representation pattern
presented in [27] which defines that the relation object itself must

! For readability purposes, ontology data is presented graphically
by using the Ontoviz graph plug-in [28].



be represented by a created concept linking the other concepts
from the relation (i.e. reification of relationship). For instance,
suppose an obligation norm for regulating payments when deals
are done between sellers and customers. This norm can be repre-
sented by a new sub-concept, called for example “ObligationTo-
Pay”, for linking the seller and customer Role sub-concepts.

2.3 Contextual Norm Composition

After classifying and representing norms in precise levels of ab-
stractions, contextual norms can be composed during system exe-
cution since, at any given moment an agent may be related to
norms defined at one or more regulatory contexts. Compositions
of related contextual norms result in sets of independent norms, in
which the semantic of one norm can influence the semantic of the
others. Updating the domain ontology instance of a regulated
MAS and/or customizing different compositions of related con-
textual norms, both at runtime, provide the dynamism and flexi-
bility necessary for regulation regarding social changes character-
istic of open MASs.

DynaCROM uses rules to compose contextual norms. These rules
are ontology-driven rules, i.e. they are created according to the
ontology structure and they are limited by the number of related
concepts to which each concept is linked. All DynaCROM prede-
fined rules are presented in Code 1. Inputs for these rules are do-
main instances of the Environment, Organization and Role con-
cepts and their outputs are compositions of related contextual
norms. For instance, Rulel (line 1 to 4) states that a given envi-
ronment will have its norms composed with the norms of its
owner environment. More precisely: in (4), the owner environ-
ment “?0Env” of a given environment “?Env” is discovered; in
(3), the norms “?0EnvNorms’ of the owner environment
“?0Env” are discovered; and in (2), these norms are composed
with the norms of the given environment.

Code 1. Rulesto hierarch DynaCROM contextual norms

(1) Rulel- [ruleForEnvWithOEnvNorms:

(2) hasNorm (?Env, ?0EnvNorms)

(3) <- hasNorm (?0Env, ?0EnvNorms) ,
(4) belongsTo (?Env, ?0Env) ]

)  Rule2- [ruleForOrgWithMOrgNorms :

) hasNorm (?0rg, ?MOrgNorms)

) <- hasNorm (?MOrg, ?MOrgNorms) ,

) hasMainOrganization (?0rg, ?MOrg) ]

) Rule3- [ruleForOrgWithEnvNorms:

0) hasNorm (?0rg, ?0rgEnvNorms)

1) <- hasNorm (?0rgEnv, ?0rgEnvNorms) ,
2) isIn (?0rg, ?0rgEnv) ]

(13) Rule4- [ruleForRoleWithOrgNorms:
(14) hasNorm(?Role, ?0rgNorms)
(15) <- hasNorm(?0rg, ?0rgNorms) ,
(16) isPlayedIn (?Role, ?0xrg) ]

Following the same composition process, Rule2 (lines 5-8) states
that a given organization will have its norms composed with the
norms of its main organization; Rule3 (lines 9-12) states that a
given organization will have its norms composed with the norms
of its environment; and Rule4 (lines 13-16) states that a given role
will have its norms composed with the norms of its organization.

For continuously supporting agents with updated norm informa-
tion, DynaCROM has an inference rule engine that executes the
following tasks: (i) read an ontology instance to get data (i.e.,

concept instances and relationships), (ii) read active rules to get
how concepts must be composed, and (iii) infer an ontology in-
stance based on the previous readings. DynaCROM s currently
implemented as an active JADE [21] behavior, so, this process
continuously executes resulting always in updated information.
Once the ontology instance and/or active rules are changed, this
information is automatically forwarded to agents in the next Dy-
naCROM execution. An overview of the norm composition proc-
essisillustrated in Fig. 2.
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Fig. 2. The DynaCROM norm composition process.

3. CONTEXTUAL NORM ENFORCEMENT
DynaCROM is an approach for implementing dynamic normative
open MASs, in which norms can be updated at system runtime,
and also for continuously supporting norm-aware agents with
precise information. Nevertheless, the ultimate goal of aregulated
MAS is to have an enforcement mechanism for continuously ver-
ify if a performed action is legal or illegal based on its defined
norms. Therefore, DynaCROM was enhanced with SCAAR for
enforcing its contextual norms.

SCAAR is a norm enforcement mechanism that enhances agents
with a self-monitoring capability for avoiding norm violation.
SCAAR automatically adds control hooks and an enforcement
core inside agent codes when agents add the DynaCROM behav-
ior. Norm-aware agents, seeking to receive updated system norms
for being able to execute correctly in a DynaCROM MAS, will
spontaneously incorporate DynaCROM and, consequently, permit
the SCAAR additions.

SCAAR control hooks can be inserted in agents code before a
regulated action, for preventing norm violation, or after, for de-
tecting norm violation. Control hooks inform the agents en-
forcement core about the execution of a regulated action each
time it occurs and, then, the enforcement core verifiesif the action
is executing according to its norms.

If a system developer decides to use the SCAAR norm prevention
mechanism in his regulated MAS, then, when a tentative of viola-
tion happens with an obligation or prohibition norm, the enforce-
ment core blocks the execution of the infringing action and in-
formsit to DynaCROM; if a system developer decides to only use
the SCAAR norm detection mechanism, then, when anorm viola-
tion happens with an obligation or prohibition norm, the enforce-
ment core informs it to DynaCROM. For a permitted norm, no
specific action is taken by SCAAR.

Norms are represented by Petri nets [26] for permitting the verifi-
cation of norm compliance and inhibitor arcs are used for permit-
ting the norm enforcement. When a regulated action occurs, its



specific agent’s control hook activates the Petri nets that repre-
sents the norms of the action. Then, each inhibitor arc of an active
Petri net is analyzed for verifying if atoken standsin its previous
place and, if it is the case, it forwards an exception to the agent’s
enforcement core because the norm was violated. The pseudo
agorithm for the SCAAR norm enforcement mechanism is pre-
sented in Code 2.

Code 2. SCAAR pseudo algorithm for norm enfor cement

(2) Let | be the information received about an agent behavior;
(2) Let{ty, ..., t,} bethe set of transitions associated with [;
(3) Let{Py, ..., Pp} bethe set of Petri nets associated with |;
(4) Let{Pacty, ..., Pact,} be the set of activated Petri nets
associated with I;

(5) Lett; bethetransitioni of a Petri net j;

6) for all Pee {Py, ..., Py} withty e {ty, ..., t;} do

@) Pact,.q) < activate P, if it is not already activated,
(8 add Pact .y in {Pacty, ..., Pacty}
(99 endfor

(10) Let {Pact, ..., Pact}} be the set of the activated Petri nets
including tj € {ty, ..., to};

(11) for all Pact; e {Pacty, ..., Pact} do

(11)  for all tje {ty, ..., t,} do

(12 activates the transition t;; from Pact;;
(13) if (t;j isfireable) then

14 fire the transition t;;;

(15) remove t;; from {ty, ..., t};

(16) ese

a7) throw an exception

(18) endfor

(19) if (Pact; isin afinal state) then
(20) remove Pact; from { Pacty, ..., Pact};
(21) endfor

4. DynaCROM at WORK

4.1 Setting the Stage

The FIPA-Contract-Net interaction protocol [14] and the TAC-
SCM competition [6] were considered in a simplification of a
realistic example in order to illustrate the use of the DynaCROM
approach. In the example, agents can play a manufacturer or a
supplier role according to the following motivating scenario:

1. An American manufacturer wants to build a computer;

2. Heissuesacal for proposal (CFP) to suppliers;

3. Suppliers answer the CFP with their proposed prices;

4. The American manufacturer chooses a proposal and in-
forms his decision to the chosen supplier.

To build a computer, the following four component types are
necessary: CPU, motherboard, memory and hard disk. There are
at least two suppliers for each component type with the base
prices of their products predefined, asillustrated in Table 1.

The four suppliers from the example (Pintel, IMD, Macrostar and
Basus) were spread through different environments (i.e., countries
and states), as presented in Table 2, for illustrating DynaCROM
contextual norms. Basus and Macrostar also are multinational
organizations. A multinational organization is an enterprise that
manages production branches located in at least two countries,
which can also be across multiple continents. Corporate govern-
ance includes regulation of all possible relationships among the
many players involved. The domain of multinational organiza-

tions was chosen because it well illustrates important implicit
contextual information that can be found in MASs.

Table1l. Computer components' information

Description Base price (USD)  Supplier
Pintel CPU 750 Pintel
IMD CPU 650 IMD
Pintel Motherboard 350 Macrostar
IMD Motherboard 300 Basus
Memory 2 GB 150 Macrostar
Memory 2 GB 100 Basus
Hard disk 500 GB 200 Macrostar
Hard disk 500 GB 150 Basus

Table2. Multinational supplier organizations

Organization Country State
Pintel USA Missouri
IMD USA Virginia
Basus Japan Osaka
BasusUSA USA Cdlifornia
Macrostar China Shanghai
MacrostarJapan Japan Hiroshima

4.2 Classifying Domain Contextual Norms
Usually, organizations do not make their norms public, thus, we
created contextual norms for the multinational organizations
domain and organized them in the contexts in which they apply.

4.2.1 Environment Norms

Environment Norm for Payments: In all countries, negotiations
are obliged to be paid in their national currency. Negotiations
outside a country are obliged to have their values converted to the
national currency of the seller’s country. Contextual Environment
Norms for Payments: All negotiations are obliged to be paid (a) in
USA, with American dollars (USD); (b) in Japan, with Yen; and
(c) in China, with Chinese Yuan (CNY).

Environment Norm for Calculating Prices: In North America, a
finished good from every organization is obliged to have its price
increased by a fixed percentage (dependent of the seller location)
as taxes, for immediate delivery or if the deliver address is in
North America. Contextual Environment Norms for Calculating
Prices. (a) In California, a state corporate income tax rate of 8.84
is obliged to be imposed on al sales; (b) In Virginia, a state cor-
porate income tax rate of 6.00 is obliged to be imposed on all
sales; (¢) In Missouri, a state corporate income tax rate of 6.25 is
obliged to be imposed on al sales; and (d) In Missouri, a three
day sales tax holiday occurs, every year, from the first Friday in
August until midnight on the Sunday following. Orders of com-
puters and computers components, with the maximum cost of
$3,500, are eligible for tax free during the holiday season.

4.2.2 Organization Norms
Organization Norm for Providing Warranty: Organizations are
obliged to give a limited lifetime warranty. Contextual Organiza-



tion Norms for Providing Warranty: (a) Basus organizations are
obliged to give one year limited lifetime warranty; (b) Macrostar
organizations are obliged to give six months limited lifetime war-
ranty; and (c) MacrostarJapan organizations are permitted to
make an offer of two years limited lifetime warranty if a plus tax
of 5% is accepted to be paid.

Organization Norm for Deliveries: Organizations are prohibited
from delivering orders during holidays to their final destinations.
Contextual Organization Norm for Deliveries: (a) BasusUSA or-
ganizations are prohibited from delivering orders during holidays
to their final destinations.

4.2.3 Role Norms

Role Norm for Providing Discounts: Suppliers are permitted to
give up to a limited percentage of discounts. Contextual Role
Norm for Providing Discounts: (a) IMD suppliers are permitted to
give up to 10% discount on orders paid in cash.

Role Norm for Accepting Placed Orders: Suppliers are obliged to
reguest a down payment for accepting placed orders. Contextual
Role Norm for Accepting Placed Orders: (a) IMD suppliers are
obliged to request a down payment of 10% for accepting placed
orders.

4.2.4 Interaction Norms

Interaction Norm for Providing Discounts: Suppliers are permit-
ted to give up to a limited percentage of discounts if their prod-
ucts are bought in bundles. Contextual Interaction Norm for Pro-
viding Discounts: (a) Pintel and Macrostar suppliers are permitted
to offer 15% discount if their products are bought in bundles.

4.3 Representing and Composing Domain

Contextual Norms

DynaCROM explicitly represents its domain contextual norms in
an ontology instance and uses rules to compose them. For in-
stance, Fig. 3. illustrates part of the DynaCROM domain ontology
extended and instantiated to represent the contextual role norm for
accepting placed orders of our example.
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Fig. 3. A contextual role norm for accepting placed orders.

The “ObligationToRequestADownPayment” norm instance di-
rectly regulates the “AcceptAPlacedOrder” action instance. This
norm is also composed with the environment norms “Obligation-
TolmposeA StateCorporatel ncomeTax” (inherited from Virginia)
and *“ObligationToPayWithNationalCurrency” (inherited from
“USA”") according to Rulel, Rule3 and Rule4 from Code 1. More
precisely: according to Rulel, in (4), USA is discovered as the
owner environment of Virginia; in (3), the "ObligationToPay-
WithNational Currency” environment norm of USA is discovered;
and in (2), this norm is composed with the “ObligationTolm-
poseA StateCorporatelncomeTax” environment norm of Virginia
According to Rule3, in (12), Virginia is discovered as the envi-
ronment of IMD; in (11), the environment norms of Virginia are
discovered; and in (10), these norms are added as IMD norms.
According to Rule4, in (16), IMD is discovered as the organization
of the "AIMDSupplier" role; in (15), the norms of IMD are dis-
covered; and in (14), these norms are composed with the “ Obliga-
tionToRequestADownPayment” role norm of the “AIMDSuppier”.

4.4 Reasoningin a DynaCROM MAS

In a DynaCROM MAS, norm-aware agents are continuously sup-
ported with updated contextual norm information. Thus, they can
better adapt themselves for execute correctly according to the
enforcement of the system current norms. In our motivating ex-
ample scenario, manufacturer agents basically can choose to buy
with Pintel and Macrostar suppliers, or with IMD and Basus sup-
pliers. Norm-aware agents are more likely to make better choices
according to specific criteria because they are concerned with
more precise information.

If the American manufacturer’s purchase criteria is to minimize
costs, then he should choose to buy the package IMD CPU and
Basus components in IMD. There, the fina price will be USD
1,144.80 according to the following calculation (all in USD):
650.00 (IMD CPU) + 300.00 (IMD Motherboard) + 100.00
(Memory) + 150.00 (Hard Disk) = 1,200.00 — 10% (IMD suppli-
ers discount for orders paid in cash) = 1,080.00 + 6.00% (Vir-
ginia's state corporate income tax). If he decides to buy in
BasusUSA, then the state corporate income tax of 8,84% from
California should be applied instead of the 6.00% from Virginia
and the fina price will be USD 1,175.47. However, there the
down payment of 10% required by IMD suppliers for accepting
placed orders are not anymore necessary and orders will not be
delivered during holidays in their final destinations.

If the American manufacturer decide to buy during the sales tax
holiday season, then it is better for him to buy the bundle Pin-
tel/Macrostar in Pintel. There, the final price will be USD
1,090.00 according to the following calculation (all in USD):
750.00 (Pintel CPU) + 350.00 (Pintel Motherboard) + 150.00
(Memory) + 200.00 (Hard Disk) = 1,450.00 — 15% (Pintel/Macro-
star bundle discount). Furthermore, he also can pay a plus tax of
5% in orders to profit from the warranty extension of Macrostar-
Japan and still will have the price of 1,144.50 (1,090.00 + 5% (for
the Macrostar warranty extension)) lower than the fina price of
USD 1,144.80 from IMD.

Updates in the system norms can influence agents' decisions®. For
instance, during the sales tax holiday season, IMD and Basus

2 See [12] for more information about agents’ decisions based on
contextual norms, reported in a case study.



organizations can relax their norms for being more competitive
with Pintel and Macrostar organizations. If they offer a bundle
discount of 10% (a new norm added in the domain ontology in-
stance), then, the IMD price will be 1,080.00 — 10% (IMD/Basus
bundle discount) + 6.00% (Virginia's state tax) = 1,030.32, which
is lower than the final price of USD 1,090.00 from Pintel.

IMD and Basus organizations can also restrict their norms (e.g.,
by removing al related norms of offering discounts from the do-
main ontology instance) for profiting better when USA and Chine
are undergoing political crisis. During this phase, American or-
ganizations are prohibited from dealing with Chinese organiza-
tions, i.e. Pintel and Macrostar organizations (their competitors)
are prohibited to deal with each other. Thus, the Pintel/Macrostar
bundle, for example, cannot be offered anymore.

4.5 Enforcing Domain Contextual Norms
SCAAR norms (structure and data) are written automatically and
dynamically by DynaCROM, while agents are executing, and
they are based on a DynaCROM domain ontology instance. For
instance, Code 3 illustrates the respective SCAAR contextual
norms created to represent the norms of the ontology instance
illustrated in Fig. 3 for regulating the “PayWithNational Cur-
rency”, “ImposeA StateCorporateTax”, “ RequestADownPayment”
and “ AcceptAPlacedOrder” actions. According to the example, in
the SCAAR norms the “environment” variable is instantiated with
the “Virginia’ value and the “role” variable is instantiated with
the “AIMDSupplier” value.

Code3. DynaCROM domain contextual normsin SCAAR.

(1) SCAARNorml- [(agt: aGenericAgent)

(2) OBLIGED (agt DO PayWithNationalCurrency

(3) WITH environment.hasCurrency = "USD")

(4) IF (agt BE in Environment WITH

(5) ((environment = "USA") OR

(6) (environment .belongsTo = "USA"))]

(7) SCAARNorm2- [ (agt: aGenericAgent)

(8) OBLIGED (agt DO ImposeAStateCorporateTax

(9) WITH environment.hasAStateCorporateln-
comeTaxOf = "6")

(10) IF (agt BE in Environment WITH

(11) (environment = "Virginia")]

(12) SCAARNorm3- [(agt: aGenericAgent)

(13) OBLIGED (agt DO RequestADownPayment

(14) WITH norm.hasPercentageOfDownPayment =

l|10l|)

(15) BEFORE agt DO AcceptAPlacedOrder
(16) AFTER (agt DO PayWithNationalCurrency
(17) WITH environment.hasCurrency = "USD"
(18) AND agt DO ImposeAStateCorporateTax
(19) WITH environment.hasAStateCorpora-

teIncomeTaxOf=6)
(20) IF (agt BE in Role WITH
(21) (role = "AIMDSupplier"))]

In order to illustrate the pseudo algorithm from Code 2, SCAAR-
Norm1l is considered. SCAARNorml is represented by a created
Petri net, named PetriNet1, that is activated when an agent triesto
perform the “PayWithNational Currency” action. Following Code
2, in (1), I = {Environment(USA) or Environment.belongsTo
(USA)}; in (2), {ty, ..., to} = {t1}; in (3), {Py, ..., Py} = {Petri-
Netl}; in (4), {Pacty, ..., Pact)} = {}; in (5-9) the PetriNetl is
created for representing SCAARNorm1 (illustrated in the left side
of Fig. 4); in (10), {Pact;} = { PetriNet1}; in (12) the transition t1
is activated; in (14-15) t1 is fireable if, and only if, its previous

place is empty; in (17) t1 is not fireable (e.g., the currency infor-
mation given by the agent is equal to “Yen”) and an exception is
thrown; and in (19-21) the PetriNet1 is removed.

SCAARNorm2 and SCAARNorm3 follows the same pseudo algo-
rithm from Code 2. SCAARNorm2 is represented by a Petri net
similar to the PetriNetl. SCAARNorm3 is represented by the
PetriNet3 illustrated in the right side of Fig.4. In PetriNet3, it is
assumed that the transitions from the PetriNetl and PetriNet2
were fireable and an exception is not thrown if, and only if, the
down payment percentage informed by the agent is equal to “10”
and this action is performed before the “AcceptAPlacedOrder”
action.

SCAARNorm 1
PetriNetl

SCAARNorm3
PetTiNet3

we” e
[

Emvironment{{/SA) or pt
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Fig. 4. Petri nets created for representing contextual norms.

5. RELATED WORK

Important works concerning regulations in the domain of MASs,
such as [33], [8], [10] and [25], have been proposed recently.
However, these solutions normally consider norms with a valid
universal meaning in a real domain; do not support the direct
design and implementation of norms specific to the application
domain (e.g., political and economic norms); do not support the
management of norms during system execution (norm description
off-line and norm enforcement on-line); and expect that agents
already have to be aware of the (predefined) system norms.

In order to remedy the drawbacks listed above we propose to
extend the notion of normative MASs with an extra layer consist-
ing of norms classified in contexts, i.e. we consider contextual
norms as a first-order abstraction in normative MASs. For agents
in a regulated DynaCROM MAS, updated norm information is
continuously provided, so, they do not have to be aware of all
system norms. For system developers, the use of contexts permits
a more precise regulation mechanism and it also facilitates the
tasks of norm design, implementation and management. For this,
norms should be classified in the contexts in which they apply and
represented in a domain ontology instance where concepts can be
dynamically composed and data updated, both at system runtime.
Thus, the use of ontologies allied with rules for composing ontol-
ogy concepts provides a reasonable flexibility for norm evolution
and also a meaningful way for heterogeneous agents to interpret
norm information in open MASs.

Electronic Agent-Based Organizations. In [33], the OMNI
framework (meaning Organizational Model for Normative Institu-



tions) is proposed for modeling agent organizations. OMNI fo-
cuses on the organization dimension (structuring the global be-
havior of the society), on the behavior of the agents from the
agent perspective, on agent interactions and on a normative struc-
ture that is separate from the agents that will populate the MAS.

In order to support the development of both closed systems and
open, flexible environments, OMNI presents a rigid specification
of its structures defining particular fields for the description of
scenes, roles and group of roles. There are no normative aspects
further than the ones for organizations, roles, group of roles, agent
interactions and agents (only role, scene and transition norms can
be specified). The concept of organization is not present. An or-
ganization is represented by listing al its institutional roles (e.g.,
managers, directors, president, etc.) and it is implemented when
agents play theseroles.

Currently, OMNI does not provides a solution for the implemen-
tation and integration of its specifications in a given MAS. Thus,
DynaCROM can provide a flexible solution for implementing
agent organizations by representing the OMNI scenes, roles and
group of rolesin its ontology. Furthermore, this ontology also can
be freely enriched with domain concepts and others particular
fields for any concept. The integration of organizational datain a
given MAS is transparently occurring when agents incorporate
the DynaCROM behavior and, then, start automatically receiving
new added data.

Electronic Agent-Based Institutions. Electronic institutions [9],
or smply Els, are agent-based institutions with their focus on the
institutional aspect of organizations. The institutional aspect is
further divided into normative aspects (norms that enforce behav-
ior) and dialogical aspects (diaogic interactions). In genera
terms, Els structure agent interactions by establishing the com-
mitments, obligations and rights of participating agents. Els can
be specified and verified by using the ISLANDER [8] graphical
tool and they can use the AMELI [10] agent-based middieware as
an infrastructure that mediates agents' interactions while enforc-
ing ingtitutional norms. The combination of ISLANDER and
AMELI alows to support the design and development of open
MASs adopting asocial perspective.

We consider as the main limitations of Els: (i) there are no norma-
tive aspects further than the ones for roles, agent interactions and
agents; (ii) their specifications are often too society-centric in the
sense that it completely fix agent interactions in rigid protocols
and interfaces; (iii) external agents have no room for autonomous
behavior. They blindly follow defined protocols with the only
autonomy to accept or reject them; (iv) all possible interactions
among agents have to be defined; and (v) it is difficult, if not
impossible, to describe indirect interactions. Thisis due to the fact
that al interacting activity taking place in an El is purely dialogic
by means of direct communication between the agents.

DynaCROM can be used in AMELI by feeding governor agents
with precise norm information according to agents' contexts, or it
can be used in Els in the place of AMELI for enforcing institu-
tional norms. The main advantage in using DynaCROM as an El
enforcement mechanism is that the great number of messages
exchanged between agents and their respective governors, and
between governor agents and scene manager agents is minimized.
This is because with DynaCROM each regulated agent is already
enhanced with an enforcement core responsible for enforcing
system norms. Y et, regulated agents supported with DynaCROM

in Els are relieved to know in advantage all the norms of the El in
which they will play.

MOSES. MOSES [25] is the middleware that supports LGI
(meaning law-governed interaction) [24], which is a decentralized
coordination and control mechanism for distributed systems. LGI
enables a distributed group of actors (which may be heterogene-
ous, open and large) to engage in a mode of interaction governed
by an explicitly specified policy called the “law” of this group.

Although being a well-known solution for law enforcement in
distributed systems, LGI has two main limitations while enforcing
norms in open MASs. The first is that LGI does not offer the sup-
port to directly enforce contextual norms; it only supports to di-
rectly enforce interaction laws. The second limitation is that LGI
lacks dynamics while evolving law information. Thisis because, a
LGl community is formed by (LGI) agents operating under a
unique static law that must be already created when agentsjoin it.

In order to enforce DynaCROM contextual horms by using LGl,
it is necessary to decouple norm information from different levels
of abstractions to the interaction level. We consider here that
communicative acts, established in the interaction level, can be
also viewed as organization acts, i.e. actions performed within an
organization modify a fragment of social reality [29]. To give the
necessary dynamics for norm enforcement, DynaCROM use its
output (agents updated contextual norms) for activating LGI
predefined norms, acting as a trigger mechanism. Only norms sent
by DynaCROM are enforced by LGI, even if those norms are
aready defined in a LGl law. Thisis a dynamic solution because
DynaCROM outputs are based on a domain ontology instance,
which normally evolves according to social changes characteristic
of open MASs.

6. CONCLUSION

The motivating question of our research is how to easily imple-
ment regulation in open MASs permitting heterogeneous agents to
perform efficiently and coherently. The thesis we held here is that
the complexity of norm management in open MASs can be de-
creased by decoupling information in contexts.

Our ongoing work, named DynaCROM, intends to be a straight-
forward method for smoothly applying and managing regulations
in open MASs as well as for enforcing precise contextual norms.
DynaCROM s still a work in progress, but we agree that it al-
ready has important contributions for the domain of regulation in
open MASs. DynaCROM’s main contributions are: (i) a defini-
tion of a top-down classification for contextua norms, which
facilitates the tasks of elucidation, organization and management
of norm information; (ii) a contextual normative ontology to ex-
plicitly represent the semantic of classified norms in a meaningful
way (i.e, with a common understanding) for heterogeneous
agents; (iii) a definition of a norm composition process, based on
ontology-driven rules, that makes it easy to update the system
regulation by both evolving norms in a unique resource (an ontol-
ogy) and by activating particular rules for acquiring customized
compositions of contextual norms; and (iv) a solution for enforc-
ing contextual norms.

DynaCROM s nat tightly coupled with a particular enforcement
mechanism. Experiments were done with SCAAR and MOSES
for enforcing DynaCROM contextual norms. In SCAAR the norm
enforcement is based on agents’ internal behaviors and in MOSES
it is based on agents' external behaviors. For both, DynaCROM



works providing precise horm information as their input. For fu-
ture work, we are currently implementing a solution for enabling
SCAAR (implemented in SICStus Prolog [30]) to be the fully
norm enforcement mechanism of DynaCROM (implemented in
JAVA). We believe that SCAAR performs better than MOSES
while enforcing DynaCROM contextual norms because, in
SCAAR, norms can be directly enforced in any contextual level
without the need to decompose them into the interaction level.
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